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Pull a confiqur ation pageto get the MAC Address

Press thé/ achine Status button on the Control Panel.
Select theM achine Information tab on the Touch Screen.
Selectl nfor mation Pages.

SelectConfiguration Report.

SelectPrint to begin printing.

2 T o

SelectClose.

Note: Every Xerox Device has DHCP enabled automatically. In order for the Xerox
device to automatically pull an I P addressthe device hasto be rebooted with the
networ k cable plugged into the networ k port on the device. Doing thiswill also
automatically pull the DNS settings and domain name.

| nitial M achine Configur ation Settings

How to log in to the MFD as Admin
1. Presshe Log In/Out button

I §3 Guest

Remote User

ID Card Copy

Workflow ConnectKey™ Share
Scanning SharePoint® To Cloud

»+ Extended Service

Services Home ervices. Job Status Machine Status

e & o @
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2. Type the administrator user name: admin

£}, Login Required

mﬁmﬂﬁﬁmmﬂwﬁﬁjﬂ
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st e -l L el

Alt

3. Press Next
4. Type the admin password: 1111
5. Press Enter

£}, Login Required

{ Password: ***"

ﬂﬁﬁﬂﬁﬂﬂﬂﬂﬂﬂﬂﬂ«
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Alt Keyboards...
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How to Set the Energy Saver.
Log into Tools

1. Press the Machine Status button
2. Select the Tools tab

logIn/Out  Power Saver

+; Admin

Remote User . .‘

_— — — _— - 3
Machine .
Information Faults s

Device Settings Features

- oEF
) ) ‘\f—j General @ ]
Service Settings - - ~
.

‘B Paper Management.

L

MNO
(]
WY

9

Network Settings

[ Timers

Accounting Settings

‘ [ Input.

Security Settings ‘\f—j Output

Troubleshooting ‘D Supplies

Clear All

Interrupt

@

Services Home Services Job Status Machine Status

@ 4 e L

3. Select the General folder
4. Select Energy Saver

5 Log In/ Out
el Admin

Remote User G‘
Machine B Billing
Information Faults Supplies lnlnrrrglntinn Lanquage
Device Settings [~ General...

Service Settings I

‘% Energy Saver. <:
Network Settings

‘% Date & Time...

Accounting Settings g
‘% Language/Keyboard Selection

Security Settings ‘ 2 Custom Keyboard Bution..

Troubleshooting ‘% Xerox Customer Support...

Clear All

Interrupt .

Services Home Services. Job Status Machine Status

@ o o e
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5. Set Energy Saver options

< Energy Saver

From Standby Mode to Low Power Mode

minutes

{1120 n

Services Home Services

@ L

LogIn/Out  Power Saver

5. Admin
{ v
Remote User ‘

i i o

From Low Power Mode to Sleep Mode

Language

minutes

0-120 n
v

Clear All

Interrupt. .

Job Status Machine Status

o o

6. Press Save

Validate the Date and Time settings

Note: This should have been set by the delivery driver

1. Select Date & Time

Supplies

o e
Machine
Information Faults

Device Settings [ General...

Service Settings =

LogIn/Out  Power Saver

K Admin

Remote User .' Q

Language

Billing
Information

|% Energy Saver...
Network Settings

|% Date & Time... <=

Accounting Settings

|;% Language/Keyboard Selection.

Security Settings

|% Custom Keyboard Bution

Dial Pause

Troubleshooting

|% Xerox Customer Support...

Services Home Services:

@ ®
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2. Verify The Time Zone selected

= LogIn/Out  Power Saver
dmin

ofe User .‘ '

S . Language Help

% Time Zone

e

Dial Pause

Clear All

Tnterrupt .
L

Seryices Job Status Machine Status

e o e

: LogIn/Out  Power Saver
¢ Admin
Remote User "

Language
Save

Year
2004 — 2024

abDIaDICD;

Changes to this setting will require a Reboot.

Clear All

Interrupt .

Job Status Machine Status

®
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4. Verify the Time settings

1 Admin
Remote User

@ Time Zone Hour Minute
112 0259

& <IDNAD)

Changes to this setting will require a Reboot.

l:‘ Display 24 hour clock

Machine Status

o

5. Select Save

Note: If the Time Zone was changed Recheck theeT8ettings after the Save.
Turn off automatic printing of Configuration pages.

1. If you are in General. Select Back.

= LogIn/ Out  Power Saver
1o Admin

Remote User
_ e e
Machine Billin
N nmation Faults infortmation
Device Settings |1 General...

Service Settings A

|% Energy Saver...

Network Settings

|m Dale & Time...
Accounting Settings

‘% Language/Keyboard Selection.

Security Settings |% Cuslom Keyboard Bution

Troubleshooting I% Xerox Customer Support

Job Status. Machine Status

e

2. In the Features screen. Scroll down until youGesfiguration/Information Pages
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Log In/ Out

4iz; Admin
G
Remote User .J
Supplies Efltlzir':nalinn Language

Device Settings Features

2;{(; Quick Setup Home...

Service Settings
‘ag Display Brightness...

Network Settings

‘yg Fax Secure Receive Enablement...

SR I ‘aé Configuration/Information Pages... @

Security Settings % Reset Ul to Factory Setiings
v |

Troubleshooting ‘% Interrupt Printing Enablement..
Clear All

@

Services Home Services Job Status Machine Status.

e © o o

3. Select Configuration/Information Pages

LogIn/Qut  Power Saver

o7z Admin g

Remote User

'}‘ Configuration / Information Pages “m

Restricting Access Rights to SA only will ensure
that the Configuration Report and Information

. Administrator only Pages can only be printed by authenticated
‘System Administrator.

Languiage

Open o all users

=
»

Print Configuration at Power On

®- N

- No Clear All
Interrupt .
@

Services Home Services Job Status Machine Status.

¢ o o o

4. Change Power On setting to No
5. Select Save
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How to disable Banner Pages

1. Select Service Settings

_ Log In/ Out
& Admin
Remole User Q‘

Machine : 7 Billin
Information Faults Supplies information Language
Device Settings Features

‘rl’_:l Copy Service

Service Settings

‘\fj ID Card Copy Service...

Network Settings

[l Fax Setings...

Accounting Settings ‘EI rehaial @

Security Settings

Troubleshooting ‘

Clear All

O

Services Home Services Job Status Machine Status

@ e o e

2. Select Job Sheets
3. Select Banner Sheets

7 Log In{ Out
A Admin
Remote User .

- T e e
Machine Billin
Information Faults Tnformeation (s
Device Settings | 1 Job Sheets...

Service Settings Eaiires

‘% Banner Sheets @
Network Settings

‘% Output Error Sheets...

Accounting Settings

‘% Paper Type & Color.
Security Settings ‘

Troubleshooting ‘
Clear All

]mt=rrupt. Stop
® ©

Senvices Home Services Job Status Machine Status

@ * ® L)

4. Set both Print Banner Sheets and Allow the Priméddrto Override to: NO
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= Log In/ Out
1% Admin
Remote User ‘

v Language

Print Banner Sheets. AHOW,mE RVt Banner Sheet Identification
Override?

. Yes . Yes

» No f > No

Job Status Machine Status

5. Select Save

Accessing CentreWare I nternet Services as a System Administr ator

Before you begin:
* Locate your printer IP address using the Con&igan Report or the Machine Status button

1. At your computer, open a Web browser, type thedidress of the printer in the address field, then
pressEnter or Return.

In the top right area of the page, clickgin.
Under User ID, typ@dmin.
Under password, type the administrator password.ddfault password {KL11.

o c 0N

Click Login.

Confiquring Required Fax Settings

1. In CentreWare Internet Services, cliekoperties > Services > Fax > Setup.

Note: Before you can send a fax, you must set the cowailg and fax number for the printer.

2. Under Country Selection, select your country.

Under Fax Number, type your fax phone number.

Under Line Name, type a name that appears on theatanel touch screen.
Select send and receive options as needed.

Click Apply.

o 0k w
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Disable Smart eSolution

1. In CentreWare Internet Services, cliekoperties> General Setup > Smart eSolutions Setup.
2. Click the radio button selectingot Enrolled.

3. Click Apply.

Properties

Configuration Overview
Description
TGeneral Setup
Configuration Report
Cloning
Entry Screen Defaults
Paper Management
Date and Time
Internaticnalization
Extensible Service Setup
Configure Driver Links
Energy Saver
Network Logs
Feature Installation
Billing Impression Mode
! Alert Notification
¥ Machine Software
T Connectivity
Setup
*Login/ Permissions/
Accounting

*Services

M SMart eSolutions Setup

Enrollment

SMart eSolutions Enrollment

Machine Serial Number
EX738021%

Communication Setup

Daily Transmission Time

5 ;49 PM ~

HTTP Proxy Server n Not Configured I Configure... I

Test Communication Now... I

=> (2]

Set HTTPS

1. In CentreWare Internet Services, cliékoperties > Connectivity > Setup.
2. Click theEdit link to the right of HTTP protocol in the Protodisit.

Connectivity

IEJ HTTP

HTTP Web Services

Configuration

Connection

© Disabled
@ Enabled

80 Port Number

Force Traffic over SSL

es (All HTTP requests will be switched ta HTTPS) Choose Device Certificate

Physical Connection
Ethernet

Maximum Connections
T2

Keep Alive Timeout

10 seconds (1-60)

443 Port Number

Default Xerox Device Certificate ~

View/Save I

Default All_ | Cancel |

3. Select Save.
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SNMP v3

1. In CentreWare Internet Services, cliekoperties > Connectivity > Setup.
2. UnderProtocols click theSNMP Edit button.

Centreware”
Internet Services

XEROX WorkCentre 7855

- . " . r
| Status | | Print | Scan |

& admin - Logout | Homa | Index | Site Map | Help...

1. Clear the check mark from tligable SNMP v1/v2 Protocols checkbox.
2. Place a check mark in tfable SNMP v3 Protocol checkbox.
3. Click Apply.

Propasties [ Make Active | xerox wireless Netwark Interface S s Mo (#) ..
Configuration Dverview None =
Description Hardware Ports. [ status | Action
' G I Set e
SR = USB Settings Enabled ) edt..
== & =
~ Connectivity - =
rotocal [ status [ Action
FLogin/ permissions), ArPrint™ & Enabled (£ ean
Accounting a) Edt..
*Servi =
Seiices. FTR/SFTP Filing @ Enabled |#] Edit...
}Security ==
HTTP @ Enabled [#] edt... =
PP @ Enablad &l Edie...
LDAP @ Eenabled \Z\ Edit...
LPR/LPD @ Enabled \7J Edit...
Netwars &P enabies #) ed..
Proxy Server P Enabled 2] Ed.
Raw TCP/IP Printing @ Enablad @ Edit...
SMB Filing @ Enabled ¢ [#) et
SMTR (E-mail) @ Enabled \Z\ Edit..
SNMP @ Enabled \Z Edit

Note: Theremainder of the SNMPv3 Configuration will be completed at Install.

Centreware™
Internet Services

XEROX WorkCentre 7855

#y 2dmin - Logout | Home | Index | Site Map | Help...

- " T ———— -
‘ Status | Jobs | Print | Scan | Address Book

e Connectivity
Configuration Overview
Description SNMP

} General Setup T T
roperties

~Connectivity

name SNMP vi/v2c Protocols Edit SNMP vi/vZc Properties |
*Login/ Permissions/
Accounting [Vlinable SNMP v3 Protacol | Edit SHMP v3 Properties |
' Services
}Security Note

Turning off the SNMP protocols will cause an interruption in the communication between the device and remote dient applications

ication Failure Generic Traps

m

[ Enabled

community name.

Note: When the Authentication Failure Generic Trap is enabled, this machine will generate a trap for every SNMP request that is received by the machine which contains an invalid

1]
Vv
v

Advanced Settings |

Cancel | | save |

Xerox g,)

4. UnderProtocols click theSNM P Edit button.
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5. Click theEdit SNMP v3 Properties button.

Centreware™
Internet Services

Properties

Configuration Overview
Description
} General Setup
~Connectivity
Setup

*Login/ Permissions/
Accounting

' Services

*Security

- Legout | Home | Index | Site Map | Help...

XEROX WorkCentre 7855

i

Connectivil

SNMP

SNMP Properties

[C] Enable SNMP vi/v2e Protocols |

=

Edit SHMP vi/v3c Properties ]

[7]: Enable SNMP v3 Protacol Edit SHMP v3 Properties |

Note

Turning off the SNMP protocols will cause an interruption in the communication between the device and remote dient applications

ication Failure Generic Traps

[ Enabled

Note: When the Authentication Failure Generic Trap is enabled, this machine will generate a trap for every SNMP request that is received by the machine which contains an invalid
community name.

Advanced Settings |

| Cancel | | save]

Xerox g,)

6. Input the SNMP password into all four of the pamsiboxes.
7. Click Save.

Centreware™
Internet Services

Properties

Configuration Overview
Description
} General Setup
~Connectivity
Setup
*Login/ Permissions/
Accounting
' Services
*Security

m

- Legout | Home | Index | Site Map | Help...

XEROX WorkCentre 7855

Edit SNMP v3 Properties

Administrator Account

Authentication: MDS
Encryption: DES.

[¥] Account Enabled

Username

Xadmin

ication (mini 8 characters)

<=

Privacy Password (minimum & characters)

Confirm Authentication Password Confirm Privacy Password

<=

[T] select to save new password [] Select to save new password

Print Drivers/Remote Clients Account

Authentication: MDS
Encryption: DES.

[Reset]

[¥] Account Enabled

Reset to default Password

Note

This account allows Xerox Clients and Drivers a limited amount of access to objects on the device. If the device does not have SNMP vi/v2c enabled, and does not have this
account enabled, Xerox SNMP based clients will not be able to communicate with it. The default passwords should be used, unless the passwords have been changed on the dierdl.

m

LY 4
v

'c.am'e]l uBm'{l ‘ss;‘;|

Change Admin Password

1. In CentreWare Internet Services, cliekoperties > Security > Password Policies>Admin

Password.

2. Type the current password in ted¢d Password box

3. Type the new password in thieew Password andRetype New Password boxes.

Xerox / UF Health EdCParty Private Data - Version 1.1
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4.

Click Apply.

Centreware’

Inteme_t Services

fy admin -

XEROX WorkCentre 7855

Logout | Home | Index | Site Map | Helj

Properties

Configuration Overview
Description
} General Setup
} Connectivity
*Login/ Permissions/
Accounting
}Services
vSecurity

ax passcode Lengt
McAfee Embedded Contral
Secura Frint
Authentication (Login)
YEncryption

Y Certificates

1P Filtering

Audit Log

IPsec

System Timeout

USB Port Security

Image Overwrite Security
PostScript ® Passwords
Display Metwork Settings
Hide ‘User Name'
Software Verification Test

ﬁ Admin Password

Reset Policy

New Password

New Admin Password

User Name: (Not editable)
admin

0ld Password
New Password

Retype New Password

b

m

Note

The User name "admin” is reserved for the Device Admin Account

DO NGT use the username "admin” for any local or network accounts on this device.

Change Low Toner Setting

You can set the printer to display warnings inghiater status area when supplies reach a

designated low level.

1.
2.
3.
4

In CentreWare

Internet Services, cliekoperties> General Setup.

Click Alert Natification > L ow Supply War ning.

Select the pull down unddroner and set the value to 0.

Click Apply to save the new setting.

Centreware”

Internet Services

[“status | Jobs | Print | Scan
Properties
Configuration Overview
Description

~General Setup
Configuration Report
Cloning
Entry Screen Defaults
Paper Management
Date and Time
Image Settings
Internationalization
Sleep Mode Settings
Extensible Service Setup
SMart eSolutions Setup
Configure Driver Links
Network Logs
~vAlert Notification
E-mail Alerts
Local UI Alerts
»Machine Software
» Connectivity
»Services
»Accounting
»Security

dy 2dmin - Logout | Home | Index | Site Map | Help...

XEROX WorkCentre 7556

T I i i)
| Address Book | Properties = Support |

Low Supply Warning

Days Remaining

Toner

Drum Cartridges
10 v

Transfer Belt Cleaner

10 v

Second Bias Transfer Roll

[

S [ |

Note

This feature sets when the Status Region will display a low warning message about a Supply's level.
By setting a value to 0, the user will get NO WARNING MESSAGE that the Supply is getting low.

Xerox @)
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Wor kflow Scanning

Configuring File Repository Settings

SMB
Before you begin:

» Ensure that SMB services are running on the semveomputer where you want to store
scanned image files. Note the IP address or hoséna

* On the SMB server, create a shared folder. Tdidef is your file repository. Note the directorgtp,
Share Name of the folder, and the Computer Nan8zorer Name.

* Create a user account and password with rea@vatedaccess for the printer to use to access the
repository folder. Note the user name and password.

* Test the connection by logging in to the filegspory from a computer with the user name andwash
Create a folder in the directory, then deletef iolu cannot do this test, check the user accotress
rights.

To configure file repository settings for SMB:

In CentreWare Internet Services, cliékoperties > Services.

Click Workflow Scanning > File Repository Setup.

Click Add New.

In the Friendly Name field, type a name for theo®{ory.

From the Protocol menu, sel&iV B.

Select the address type. Optionsl&e4 or Host Name.

Type the appropriately formatted address and portler of your server.
In the Share field, type the share name.

© o N A 0DdbdR

In the Document Path field, type the directory paftthe folder starting at the root of the shared
folder. For example, if you have a folder nanseghs in the shared folder, tyseans.

10.1f you want the printer to create .XSM subfoldess $ingle page format files, seleib-folder
(.XSM) for 1 File Per Page, File Format jobs.

11.Under Default Repository Login Credentials, secoption:

» System instructs the printer to use specific credentidt@mwaccessing the repository. If
you select System, type the credentials in the Nsene and Password fields. To update
an existing password, selegdect to save new password.
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12.Click Save.

Note: UF requiresour devicesto only respond to NTLMv2 authentication only.

1. From a web browser enter the URL below, replaciii®yAddress> with your machines IP address.

http://<IP Address>/diagnostics/NTLMSecurity.dhtml

2. Check the option to “send NTLMv2 response onlyusef LM&NTLM”

3. Press Apply

Diag Service |

‘ (¥]:send NTLMv2 response only: refuse LMENTLM |

Apply Undo
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