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Phaser 3610 CetnreWar e I nformation Services

Before you begin:
* Locate your printer IP address using the Conéigan Report or the Machine Status button

1. At your computer, open a Web browser, type thedd®ess of the printer in the address field, theasgr
Enter or Return.

Disable Protocols

FTP

1. Select FTP.

Internet Services
Phaser 3610

* BEmail Settings
T [OHTTP -

Xerox g,

2. Uncheck the Enable FTP checkbox.
3. Click Save Changes.
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SMB

1. Select SMB

Internet Services

Phaser 3610
™ Stotus Jobs

|system Settings "
" [clock Settings
o ray Settings
- ClResets
IInternet Services Setting:
[PPhysical Connection
i DlEthernet
* ClusB settings
{frProtocols
- Bcesie
“Cuer
" [[IPort9100
- CIPP (Internet Printing Pro
" Cwsp

" BEre
E
“[CiBoniour (mDNS)
T LIsNmMP
* [JEmail Settings
T [OHTTP -
i

T '

]

:

Properties Support

SMB

Enable SMB: Tceite, FnetsEuT
_ |Host Name: XRX9CYI4E2IEDLA

Workgroup: WORKGROUP

Maximum number of sessions: B

Unicode Support: “Disabled ~

Auto Master Mode: “Enabled ~

Password Encryption: “Enabled ~

Print Timeout: 800 seconds (60 ~ 3600)

Non-Print Timeout: 180 seconds (60 ~ 3600)

$ Save Changes Discard Changes ‘

Xerox g,

2. Uncheck the Enable SMB checkbox.
3. Click Save Changes.

Bonjour (MDNS)

1. Select Bonjour (MDNS).

Internet Services

Phaser 3610

- Ciclock Settings
i Eliray Settings
" ClResets
“ Clinternet Services Setting:
{f7Physical Connection
" DlEthernet
“ CluSB Settings
¥ Protocals
WCP/IP
[Eilf:d
" CiPorta100
PP (Internet Printing Pro

i

% il
JEmail Settings

HTTP =

=
]

:

| i v

Bonjour (mDNS)

.

Enable Bonjour (MDNS):

—_|Host Name:

Printer Name:

Wide-Area Bonjour:

XRXSCI3AE23E044

Xerox Phaser 3610 (23:£0:44)

[Clenable

Save Changes

Discard Changes

@

Xerox g,
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2. Uncheck the Enable Bounjour (mDNS) checkbox.
3. Click Save Changes.

Disable USB Port

1. Select USB Settings.

Internet Services

Phaser 3610
™ status V7 obr BB Surort

|system Settings "

- Clclock Settings 5

e Einge USB Settings

" DResets
‘Internet Services Setting: Y58 Port: nab\ed

{Z/Physical Connection

e __|PS Data Format: =Aut =

+ DlEthernet e

- S S R e Job Timeout: 30 seconds (0:0ff, 5 ~ 300)

[PZrrotocols

- Cirepsie

- Cer Save Changes Discard Changes

“Elporto100 n

]

* [JIPP (Internet Printing Pro
SD

11

- CiBoniour (mpNs)
NM
* BEmail Settings
T [OHTTP -

il (i ] b

i
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2. Uncheck the USB Port Enabled checkbox.
3. Click Save Changes.
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Enable SNM Pv3

1. Select Security: Administrator Security Settings.

Internet Services
Phaser 3610

Properties. Support

B e Gl Administrator Security Settings
& Printing

| [Printer Fonts Enable Administrator Mode: 7]
{Z#Page Description Language

L N e

SR ser Name R — |
- CIPDF Settings Password: [—_Jrree
- CIPS Settinas

G security <Cimm Verify Password: -
dministrator Security S€ | a;cess denial by the authentication failure of the Administrator : 5
[lsecure Settings

(0:Disable, 5 ~ 255)

Host Access List (IPv4)
" CitPsec Save Changes Discard Changes ‘
" CB02.1x

. 3 ﬁ
&ff¥sMart eSolutions ‘:

Registration
Meter Assistant
~ [Nsupplies Assistant I

4] . ] b

Xerox g,

Place a check in the box to Enable the Administristode.
Enter 1111 in the Password box and in the VerifssiRerd box.
Click Save.

Select Secure Settings.

o bk DN

Internet Services

Phaser 3610
™ stats properties R0

ISN1E =
JAirPrint -
Gooale Cloud Print Secure Settings
&f@Printing
| " Dprinter Fonts Panel Lock / Network
[ZPage Description Language  |Fanel Lock Set: [F enable
- EIPDF Settings
- IPS Settings Re-enter Passcode:
b security

ication

New Passcode:

i r Security Se
* EHost Access List (IPv4)
- Cirpsec I
- Cls02.1x
st
éﬁsnart eSolutions
- CiRegistration
- EMeter Assistant

- 2 ies Assistant Il

Software Download: [ enable ‘

Shaw Netwerk Information: P Address - ‘

7| |pevice Memory Data Encryption: Device Memory Data Encryption @

Login Attempts =0ff - ‘

Xerox g,

I
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6. Click the Device Memory Data Encryption link.

Internet Services

Phaser 3610
™ states N sobr B Support

JAirPrint = 5
rcionls Gl ik Device Memory Data Encryption
B@Prmtmg
i  [DPrinter Fonts Encryption "1 :
[ZPage Description Language e
- BPCL Settings Encryption Key "t : e <=
" CIPDF Settings Re-enter Encryption Key: e ¢

PS Settings
1 All stored documents will be deleted after you change Data Encryption Settings.
{security
- Dladministrator Security Se

L Ee(ure Settings Save Changes Discard Changes. |

Host Access List (IPv4

- 3
1802.1x

"[BissL
aﬁsnm eSolutions
RE istration

[OMeter Assistant
Eugglles Assistant
i v

Xerox g,

7. Click in the checkbox to Enable Encryption.

8. Enter a random value in both the Encryption Keydsox
9. Click Save Changes.

10. Select SSL

Internet Services

Phaser 3610
R o

SN IE

AirPrint
i *Cicoogle Cloud Print SSL
& printing
i * [DPrinter Fonts Enable S5L:
[ZfPage Description Language e S
* BIPCL Settings : 443 (443, 8000 ~ 9539)
* CIPDF Settings SMTP - SSU/TLS Communication:
Clps settings
Psecurity Verify Remote Server Certificate: [FErabled
" Llsecure Settings Machine Digital Certificate
- CHost Access List (IPv4) ‘

*STARTTLS (if Available) +

Pse:

Certificate Management: Certificate Management «gm) ‘
02.1x

Delets All Certificatss: Delete All Certificates

11

L
aﬁsnart eSolutions 3 Save Changes Discard Changes ‘

" Reqistration

" [[IMeter Assistant

~ DiSupplies Assistant S

-
______________________________________________________________|
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11.Click the Certificate Management link.
12.1In the Validity box enteB000.

Internet Services

Phaser 3610
R o B

SNIF
AirPrint -
Diceoale Cloud Print Create New Certificate
&ffPrinting
{  [APrinter Fonts Public Key Method: *RSA/SHA-256 ¥
[ZfPage Description Language .
Public Key Size: = -
" IPCL Settings v 2042 bits
" [LIPDF Settings Issuer: XRX9C934E23E044
Clps settinas validity: $SDT
{Fsecurity
" [lAdministrator Security Se

" LlSecure Settings Generate Signed Certificate | Back
" EHost Access List (IPv4)

— 1 4

T1802.1x

[(BissL 2

&{fsMart eSolutions ‘,

day(s) (1~ 2929)

" [IRegistration

" [[IMeter Assistant

" [()Supplies Assistant

e re—
|
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13.Click Generate Signed Certificate.
14. Select checkbox to Enable SSL.

Internet Services

Phaser 3610

Status Jobs Properties Support
ST
i Diairerint
i " [OiGoogle Cloud Print SSL
& Printing
i " DPrinter Fonts Enable S5L:
[ZPage Description Language S Tiioaibe e —
- CIPCL Settings . 443 (443, 8000 ~ 9399)
" LIPDF Settings SMTP - SSL/TLS Communication:
IPS Settings
Psecurity verify Remote Server Certificata: [ Erabled
- DlAdministrator Security Se
" Dsecure Settings Machine Digital Certificate
* CHost Access List (IPv4) ‘

*STARTTLS (if Available) ~

% Psec i
T E1802.1x
- BissL

Certificate Management: Certificate Management
Delete All Certificates: Delete All Certificates

&fsMart eSolutions ‘= Save Changes Discard Changes
JSupplies Assistant o

* CiRegistration
" [IMeter Assistant 0
PH i '
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15.Click Save Changes.
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16. Select SNMP.

Internet Services

Phaser 3610

Properties Support

- CPorta100 SNMP

Cwsp SNMP Configuration
" CEre Enable SNMP:
- BisMB

* ClBonjour (MDNS) nable SNMP v1/v2c Protocols Edit SNMP v1/v2c Properties

5 ENMP@
* BlEmail Settings
* CHTTP

- ClProxy server
" Bisnte ‘

nable SNMP v3 Protocol Edit SNMP v3 Properties

Enable sither SNMP v1/w2c or SNMP v3.
Enable S5L to edit the SNMP v3 protocol.

- BairPrint
" [(iGoogle Cloud Print

Save Changes Discard Changes

& Printing Im

i *[DPrinter Fonts

[{ZfPage Description Language

| CPCL Settings

i CPDF Settings =

i (i b
|

Xerox g,

17.Uncheck Enable SNMP v1/v2 Protocols.

18.Check Enable SNMP v3 Protocol.

19.Click Save Changes.

20.Click Restart.

Note: Theremainder of the SNMPv3 Configuration will be completed at Install.

Internet Services

Phaser 3610

Properties Support

Cer
" [[Port9100

3 . Settings have been changed.
[Ciree (Internet Printing Pro 5
i LSRR PR Restart system for new settings to take effect.

e

- ClBonjour (mpNS) ﬁ
- Cisnme
* ClEmail Settings
- Bmrte
*EBProxy Server
- BisnTe
- Diirprint
Gooale Cloud Print
5 Printing
i " DlPrinter Fonts
[ZZPage Description Language
i ClPCL Settings
" CIPDE Settinas =
o ] v

e —
Xerox g,
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21.Return to SNMP.

Internet Services

Phaser 3610

Properties Support

“Cuer

- CPorta100 SNMP

* PP (Internet Printing Pro

SNMP Configuration

Enable SNMP:

- DBoniour (MDNS) [ClEnable SHMP v1/vac Pratocols Edit SNMP v1/v2c Properties
"Clshre «G=a | @ enable SNMP v3 Protocol Edit SNMP v3 Properties ¢
- CEmail Settings

gE i

- DlProxy Server

- Bisnte

- Clairprint

- Dicoogle Cloud Print

& Printing

i *[DPrinter Fonts

[ZPage Description Language

i CIPCL Settings

Note:
Enable sither SNMP v1/w2c or SNMP v3.
_||Enable S5L to edit the SNMP v3 protocol.

Save Changes Discard Changes ‘
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22.Click the Edit SNMP v3 Properties link.
23.Click Account Enabled checkbox.

Internet Services

Phaser 3610

Properties

Administrator Account
e A t Enabled ‘
coount Enabled: =
* PP (Internet Printing Pro nabled

User Name: Xadmin

Cer

Authentication Password (8 - 32 Bytes): S

- CBonjour (mDNS) Confirm Authentication Password (8 - 32 Bytes): sese

“Cisnme _|Privacy Password (8 - 32 Bytes): e,
- DEmail Settings

* CHTTP

- DlProxy server

- Blsnte

- Dlairprint

- CiGooale Cloud Print

?@‘Printing Reset to default Password:
i " Printer Fonts

[{ZfPage Description Language

IPCL Settings | ‘
i Save Chal S Discard Changes

fit i

Confirm Privacy Password (8 - 32 Bytes): wene

n

Print Drivers / Client Account

Account Enabled: [l Enabled

Xerox g,

24.Enter SNMPv3 password in all four boxes.
25.Click Save Changes.
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Internet Services

Phaser 3610

St . Properties Support
T
* ClPort9100

3 . Settings have been changed.
[Ciree (Internet Printing Pro 5
£t Untemet ek o Restart system for new settings to take effect.

e

- ClBonjour (mpNS) ﬁ
- Cisnme
* ClEmail Settings
- Bmrte
*EBProxy Server
- BisnTe
- Diirprint
Gooale Cloud Print
5 Printing
i " DlPrinter Fonts
[ZPage Description Language:
i ClPCL Settings
" CIPDE Settinas =
e v
_____________________________________________________________|
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26.Click Restart.
SNMP v3isnow Enabled.
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