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Phaser 3610 CetnreWare Information Services 
 

Before you begin: 

• Locate your printer IP address using the Configuration Report or the Machine Status button 

1. At your computer, open a Web browser, type the IP address of the printer in the address field, then press 
Enter or Return. 

Disable Protocols 

FTP 

1. Select FTP. 

 

2. Uncheck the Enable FTP checkbox. 

3. Click Save Changes. 
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SMB 

1. Select SMB 

 

2. Uncheck the Enable SMB checkbox. 

3. Click Save Changes. 

Bonjour (mDNS) 

1. Select Bonjour (mDNS). 
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2. Uncheck the Enable Bounjour (mDNS) checkbox. 

3. Click Save Changes. 

Disable USB Port 

1. Select USB Settings. 

 

2. Uncheck the USB Port Enabled checkbox. 

3. Click Save Changes. 
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Enable SNMPv3 

1. Select Security: Administrator Security Settings. 

 

2. Place a check in the box to Enable the Administrator Mode. 

3. Enter 1111 in the Password box and in the Verify Password box. 

4. Click Save. 

5. Select Secure Settings. 
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6. Click the Device Memory Data Encryption link. 

 

 

 

7. Click in the checkbox to Enable Encryption. 

8. Enter a random value in both the Encryption Key boxes. 

9. Click Save Changes. 

10. Select SSL 
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11. Click the Certificate Management link. 

12. In the Validity box enter 5000. 

 

 

 

13. Click Generate Signed Certificate. 

14. Select checkbox to Enable SSL. 

 

 

 

15. Click Save Changes. 
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16. Select SNMP. 

 

 

 

17. Uncheck Enable SNMP v1/v2 Protocols. 

18. Check Enable SNMP v3 Protocol. 

19. Click Save Changes. 

20. Click Restart. 

Note:  The remainder of the SNMPv3 Configuration will be completed at Install. 
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21. Return to SNMP. 

 

 

 

22. Click the Edit SNMP v3 Properties link. 

23. Click Account Enabled checkbox. 

 

 

 

24. Enter SNMPv3 password in all four boxes. 

25. Click Save Changes. 
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26. Click Restart. 

SNMP v3 is now Enabled. 


