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System Software Version

Due to the need to have NTLM v2 enabled for workfmanning the Xerox Phaser 3635 must have themsyste
software version 020.105.22.00@r higher. System Administrators can determine the system saoftare

version level on the Configuration Report page
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Purpose

The purpose of this document is to provide Systeimiistrator’s detail procedures to setup the Xdrbaser
3635 series multifunction devices in the University-lorida environment.

Connection Ports

Front View
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Page 3 of 16
Xerox / UF Health
39 Party Private Data
Version 1.2



Rear View

Card Reader Slot for
Feature Enablement Key

A Type USE Port
Ethernet Port

Phone Port
Ext Port

Page 4 of 16
Xerox / UF Health
39 Party Private Data
Version 1.2



Control Panel Overview
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Accessing Administration and Confiquration Settings

You can access the administration and configurageitings from the Tools tab on the control pamétam the
Properties tab in CentreWare Internet Services. ddmrol panel consists of a touch screen and hsitjou
press to control the functions available on thatpri CentreWare Internet Services is the admatistn and
configuration software installed on the embeddedWerver in the printer. It allows you to configuaad
administer the printer from a Web browser.

The administrator password is required when acegdsicked settings in CentreWare Internet Servareat
the control panel. Most printer models have a defanfiguration that restricts access to somerggst Access
is restricted for settings on the Properties taG@mtreWare Internet Services, and settings o tinds tab on
the control panel touch screen.
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Administrator Access

The<Log In/Out> button provides access to the Administrator ToodmaAdministrator access is required to
change settings such as network information ordéwce.

Press theLog In/Out> button on the Control Panel.
Enter the Administrator'®assword. The default i4111
Touch[Enter].

Press thecMachine Status>button.

Touch thegTools] tab.

a M w b pe

Acquiring Device Mac Address

University of Florida IT requires that the deviceAM address is used to install the Xerox device dh&r
network. The MAC address is found on the devicesigaration report. Please see the following stepgrint
a configuration report on the WC 3635:

Press theMachine Status>button on the Control Panel.
Touch thegInformation Pages] tab.

Touch[System Configurationl].

Touch[Print] .

Touch[Close]

a M wnh e

Note: The MAC address is located under the Port Setujiosean the configuration report

The IT staff assigns an IP address to the Xeroxcdeand installs the appropriate print drive ortte print
server.
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Phaser 3635 Local Ul

Bold indicates a selection or configuration paranet

Login
Admin Login Process:
PresdMlachine Statusbutton

Presd_og In/Out
SelectKeyboard Icon
Type current admin password — Default FE11

SelectEnter

o gk wbdE

SelectToolstab

Set Clock and Timers
1. SelectDevice Settings > General

2. SelectEnergy Saver Timers
Set“Low Power Mode” = 120
SelectSave
3. SelectSet Date & Time
4. SelectSetTime > Change Settings > Save
5. SelectReboot(if changes are made)

Services options
Follow login steps above to log back into Tools Mod
1. SelectScreen Defaults > Entry Screen Default

SelectAll Services
SelectSave
SelectClose
SelectBack

a > DN

Banner page
1. SelectUser Interface > Job Sheets > Banner Sheets

2. SelectDisabled
3. SelectSave / Back
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Service Enablements
1. SelectUser Interface > Service Enablements
a. Network Scanning = Enabled
b. E-mail = Enabled
c. On Demand Image Overwrite = Enabled
d. Embedded Fax = Enabled

(Note: If the fax card has not been installed seletnstall now’ and follow the instructions. The machine
will reboot upon completion.)

Fax Settings
1. SelectUser Interface > Fax Service Settings

2. SelectLine Configuration
3. Enter fax number and machine nam€apture from previous machine or work order
4. SelectSave

Phaser 3635 CetnreWare Information Services

Before you begin:
* Locate your printer IP address using the Conéigan Report or the Machine Status button

1. At your computer, open a Web browser, type theddf@ss of the printer in the address field, then
pressEnter or Return.

When a selection prompts you for the admin login.

Under User ID, typ@admin.

Under password, type the administrator password.ddfault password k111
Click Login.

a ~ DN

Disable USB
1. SelectProperties > Connectivity > Physical Connections £ SB Thumb Drive

2. Remove the check mark from tEmable box.
3. Click Apply.

Page 8 of 16
Xerox / UF Health
39 Party Private Data
Version 1.2



Internet Services Select your language :

Xerox Phaser 3635MFP S ot

Properties

Physical Connections

Description
»General Setup

- “USB Thumb Drive ]
‘¥ Connectivity

USB Thumb Drive: '
¥ Physical Connections ‘ . Enable
Ethernet
USB Thumb Drive :> Apply Undo
» Protocols
» Services
» Security Copyright © Xerox C: 1997-2009. All rights reserved.
» Mai

Note: New setting will not be applied until the Machine is rebooted from the Status Tab.

Xerox g,

Immediate Image Overwrite
1. SelectProperties > Security Settings > Image Overwrite &urity > Immediate Overwrite.

2. SelectEnable.
3. SelectApply.

Internet Services e e

Xerox Phaser 3635MFP Etek it
P Services =
e Immediate Image Overwrite
» Authentication
IP Filtering ——
IP Sec
Enable
pastLeg
IMachine Digital Certificate @ Disable J'L
Suppress Job Names b4

802 1x Apply Undo

Service Diagnostics
Trusted Certificate Authorities
Display Network Settings
Security Seftings
» Access Rights
System Timeout
¥image Overwrite Security
E=3» immediate Image Overwrite
On Demand Image Overwrite _

Copyright © Xerox Corporation 1997-2009. Al rights resenved

m

i Tii 3

Xerox g,
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Disable AppleTalk
1. SelectProperties > Connectivity > Protocols > AppleTalk.

2. Uncheck the Protocol Enable checkbox.
3. Click Apply.

Internet Services e e

Xerox Phaser 3635MFP Bkl {Kietars

¥ Protocols

AppleTalk¢ AppIeTaIk
NetWare
TCPAP
SLP Protocal: =P ] Enable
SNWP .

Physical Connection: Ethemnet
SNMPv3
ssop Printer Mame: XRX0000AADEBAGS
WINS Printer Type LaserWriter
LPRILPD ¢

Zone: s -
Raw TCP/IP Printing

i

PP
SMTP Server = Awly|  Undo
LDAP Directory
HTTP

Proxy Server AppleTalk is a trademark of Apple Computer Inc.
P Semvices Copyright © Xerox Ci 1997-2009. All rights reserved

» Security
P Maintenance -

Mote: New setting will not be applied until the Machine is rebooted from the Status Tab.

Xerox g,

Disable NetWare
1. SelectProperties > Connectivity > Protocols > NetWare.

2. Uncheck the Protocol Enable checkbox.
3. Click Apply.

Internet Services o

Xerox Phaser 3635MFP ez (D

s

Propertiss Protocol: nable

Description Physical Connection: Ethemnet
»General Setup Frame Type Auto >
¥ Connectivity
» Physical Connections Queue Foll Interval [ seconds (1-240)
W Erototors Printer Server Name
AppleTalk 3 XRX0000AADEBAGS
NetWare New Print Server Password:
TCRIP
sLP Retype New Print Server Password:
SNMP f
: || Selectto save new password.
SNMPv2 — ~ =
e NefWare Directory Services (NDS)
wins HiRs HEE: XEROX DS TREE
LERnED, NDS Context 0=XEROX_DS_CONTEXT
Raw TCP/IP Printing S
PP O[0U)="The name of NDS Contex”
SUTP Server - Bindery-Settings
. Primary File Server:
Service Advertising Protocol (SAP)
- Protacol |¥] Enable
Xerox g,
L SAP Frequency 60 seconds (15-300)

$ Aooly | Undo |
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Enable HTTPS
Note: Enabling HTTPS requires the MFD to have la Signed Certificate created.

Creating a Self-Signed Certificate
1. SelectProperties > Security > Machine Digital Certificate.

2. Select theCreate New Certificatebutton.

Internet Services E—

Xerox Phaser 3635MFP ez (D

HTTP
Proxy Server Machine Digital Certificate Management
> Services
¥ Security
» Authentication Current Status: & ASelf Signed Certificate is established on this machine
IP Filtering
IP Sec
AuditLog
Machine Digital Certificate e |
Suppress Job Names
802.1x
Senvice Diagnostics
Trusted Certificate Authorities
Display Network Seltings
Security Seftings
» Access Rights

Copyright © Xerox Corpaoration 1997-2009. All rights reserved

System Timeout
»Image Overwrite Security
»Maintenance -

Xerox g,

3. Make sure th&elf Signed Certificateradio button is selected.
4. Click Continue.

Internet Services e e

Xerox Phaser 3635MFP el ot
HTTP E
Proxy Server Machine Digital Certificate Management
P Semvices
¥ Security
» Autnentication e\fS\gned Cerificate:
IP Filtering Establish a Self Signed Certificate on this machine.
IFF HeL Certificate Signing Request
Audit Log Download a Cerlificate Signing Request to be processed by a Trusted Cerlificate Autharity

Machine Digital Certificate
Suppress Job Names &
- > conime | cance |
Service Diagnostics Copyright @ Xerox Corporation 1997-2009. All rights reserved.
Trusted Certificate Authorities
Display Network Seftings
Security Seftings

» Access Rights
System Timeout

» Image Overwrite Security

» Maintenance -

Xerox g,
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5. Fillin all available fields — setting tHeays of Validity to 500Q
6. Click Apply.

Internet Services

Xerox Phaser 3635MFP

Select your language : [t} ¥

Index  Help...

HTTP
Proxy Server
P Semvices
¥ Security
» Authentication
IP Filtering
IP Sec
Audit Log

Suppress Job Names
802 1x
Service Diagnostics

Display Network Seftings
Security Seftings
» Access Rights
System Timeout
» Image Overwrite Security
» Maintenance

Machine Digital Certificate

Trusted Certificate Authorities

Xerox g,

Machine Digital Certificate Management

~Self Signed Certificate
2 Letter Country Code us ¢

State/Province Name Florida

Locality Name: Gainesville

Organization Name University of Florida

‘Organization Unit: Campus

Common Name: 3635si2ndlevel

E-Mail Address:

tog 00

Dummy@dummy.org

Days of Validity: $ w000 o
= = ooy Undo Cancel

Copyright ® Xerox Corporation 1997-2009. All rights resenved.

Set HTTPS to SSL Required
1. SelectProperties > Connectivity > Protocols > HTTP.
2. Click the pull down for thedTTP Security Mode and selecRequire SSL.
3. Click Apply.

Internet Services

Xerox Phaser 3635MFP

Select your language : [t} ¥

Index  Help...

Description
P General Setup
¥ Connectivity
»Physical Connections
¥Protocols
AppleTalk
NetWare
TCPAP
SLP
SNMP
SNMPv3
S55DP
WINS
LPRILPD
Raw TCP/P Printing
IPP
SMTP Server

Xerox g,

= Protocal |¥] Enable
Physical Connection: Ethemnet
Keep Alive TImeout 10 seconds {1-60)
Maximum Connections 32 (8-32)
Port Number. 80 (1-65535)
HTTP Security Mode [Require SSLIE ¢
Require SSLv2 Enable

=0 dast | unds |

Note: New setting will not be applied until the Machine is rebooted from the Status Tab.

Copyright ® Xerox Corporation 1997-2009. All rights resenved.
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Disable SNMP v1/v2
1. SelectProperties > Connectivity > Protocols > SNMP.

2. Uncheck thdProtocol Enablecheckbox.
3. Click Apply.

Internet Services = ? it youstemguage:

Xerox Phaser 3635MFP

Appl =

s SNMP Configuration
SLP - - R
P SNMP Properties .
SNMPV3 Protocol
S5DP Edit SNMP Properties Edit

WINS

LPRILPD
< e ‘Trap Destination Addresses
Raw TCP/IP Printing

PP Add |P Address Delete

SMTP Server

LDAP Directory I Address/Socket or Port Traps

HTTP

Proxy Server
¥ Semvices

¥ Security » Apply Unda

> Authentication

1P Fifiasing - Copyright ® XeroxC 1997-2009. Al rights reserved

Xerox g,

Enable SNMP v3
1. SelectProperties > Connectivity > Protocols > SNMPV3.

Click the SNMPv3 Enablecheckbox.

Type Xadmin in theUser Namefield.

Input the SNMPv3 password into tAeithentication Passwordand thePrivacy Passwordfields.
Click Apply.

o~ DN

Page 13 of 16
Xerox / UF Health
39 Party Private Data
Version 1.2



Internet Services e e

Xerox Phaser 3635MFP stk | et

s SNMPv3
Description
e I EEEEEE———————————
¥ Connectivi
oy = Allow SNMP 3 with SNMP viA2c: [ElEnable
»Physical Connections =
¥ Protocols SNMPV3
AppleTalk Context Name: Xerox
NetWare
User Name
—_— Xadmin a
sLP Authentication Password. ¢
i::;;’s Algorithm: @ *MD5 SHA
S Privacy Password ¢
WINS Algorithm: DES
LPRILPD
Raw TCP/P Printing $ Apply M
IPP
SMTP Server Enabling SNMPv3 will automatically disable SNMPv1/v2C for security purposes.
Copyright @ Xerox Corporation 1997-2009. All rights reserved.
> )
Xerox g,

Note: The remainder of the SNMPv3 Configuration wil be completed at Install.

Change Admin Password
1. SelectProperties > Maintenance > Admin Password.

2. Input the password into tiéew Admin Passwordfield.
3. Click Apply.

Internet Services E—

Xerox Phaser 3635MFP ez (DD

¥ Security

> Authentication Admin Password
IP Filtering
IP Sec 'Change Administrator Password
Audit Log ;
New Admin Password: ¢
Machine Digital Cerfificate

Suppress Job Names
Sn;‘?lx $ Apply Undo
Semvice Diagnostics
Trusted Certificate Authorities
Display Network Settings
Security Setings

»Access Rights
System Timeout

»Image Overwrite Security

¥ Maintenance

Admin Passwom¢
Firmware Upgrade
Upgrade Management -

Copyright © Xergx C: 1997-2009. All rights resenved.

m

Xerox g,
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Confiqure a Repository

Network Scanning with the machine is accomplishedugh the use of a Network Scanning repositorye Th
repository is a folder on a Server or Workstatiarhich the machine can access. When a User scans a
document, the machine puts the image into the reppsTo configure Network Scanning you must téié
machine the path to the repository.

Workflow Scanning (SMB)

Information Checklist
Before starting the Installation procedure, pleassure that the following items are available anttie tasks
have been performed:

1. Create a shared folderto be used as a Network Scanning location (Repg3itor scanned documents.
Write down the Share Name of the folder and th€omputer Name.

2. Create a User account and passworfibr the machine with full access rights to the sdaactory.
Write down the User Account and Password detasl

3. Test your settingsby logging in to the scan directory from a PC vitie User
account and password:
a) Create a new folder within the directory.
b) Delete the folder.

NOTE: If you cannot do the steps above, check the acigds for the User account.

Procedure:

1. At your Workstation, open the web browser; enter TRP/IP Address of the machine in the
Address bar.

2. PresdEnter].

3. Click on the[Properties] tab.
NOTE: If prompted for a user name and password use:

user nama&admin  password1111

Click on the[Services]link.
Click on the[Network Scanning] link.
Click on the[File Repository Setup]link.
Click on the[Add] button in thgDefault File Destination] area.

N o g k&

NOTE: If the Default File Destination has previously beemfigured, click ofEdit] .

8. Optional Step: Enter a name to describe thiging Destination in the[Friendly Name] entry box.
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9. Selec{SMB] from the[Protocol] drop-down menu.

10.Click on [IP Address] or [Host Name], enter either théP Address or Host Name of the computer
where the Scan Filing Repository (SMB Server / Vgtakion) is located.

11.Enter thePort Number, if required (Default is 139).

NOTE: Itis recommended that the default port settingsisd.

12.Enter the name of tH&hare].

13. Enter the path from the Share to your specificdola the[Document Path]entry box. For example, if
the path isharename/wc/scans, enter/wc/scansn the [Document Path]entry box.

14.Enter thelLogin Name andPassword in the[Login Name] and[Password]boxes.

NOTE: The supplied Username must have permission to siticesScan folder.

15. Enter thePassword again in thgRetype password]entry box.

16. Select thdSelect to save new passwordheckbox.

17.Click on the[Apply] button to accept the changes.

18.1f prompted, enter the Administratot$ser ID [admin] andPassword [1111], and click oriLogin] .
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