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Phaser 8870 CetnreWar e I nformation Services

Before you begin:
* Locate your printer IP address using the Con&gan Report or the Machine Control Panel.

1. At your computer, open a Web browser, type thedidess of the printer in the address field, thexspr
Enter or Return.

Disable TEFTP

1. Click thePropertiesbutton

2. SelectProtocols> TFTP.

3. Click the TFTP pulldown and seleoff.
4. Click Save Changes.

Internet Services

Phaser 8860 RSOt s it

=

ame: Phaser 8860

DNS: Unknown TFTP Set‘tings

IPvd: 13.226.178.15
1PvE: Disabled

i

erties
gPhaser 8860 sl TFTF Server Name
-[5] About Printer

Boot File Name I
ulE General

-[£] E-Supplies
-[7] Mail Alerts

Save Changes | ¢ Discard Changes |
5] Interfaces
E‘]'@ Protocols
-2 TCR/IP
- sLe
-2 UPnP
SEfrETeL -
-[0) Port 8100
-] LPR
- 1P
-] smp
-[Z] FTP £
-[Z] Email Server
-[Z] Remote Printing

m
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Disable FTP

Click theProperties button
SelectProtocols> FTP.

Click the FTP pulldown and sele®ff.
Click Save Changes.

A w0 Db F

Internet Services

Phaser 8860 Neioh b ront

I Status | lobs ! Print

MName: Phazer 8860

DNS: Unknown FTP Settings
IPvd: 13.226.178.15
1PvE: Disabled

You can retrieve job accounting records and send print-ready files to the

printer using the FTP protocol.

EiPhaser 8860 al FTF - ¢

-[£] About Printer T Login Password |

E;@ General

-] E-Suppliss

-[7] Mail Alerts

-[5] Interfaces

E-]@ Protocols — | ¢ = .
-[) TCR/1P = e

21 5LP

-2 UPnP

-2 TETR

-[7] Port 5100

2] LPR

-2 IEP

-] sume

SEJETR, -— | £

[ Email Server

-[Z] Remate Printing

Page Description Language Aitocelod -

Filtering MNome
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Disable Ether Talk

0D PE

Click theProperties button
SelectProtocols > Ether Talk.
Click EtherTalk pulldown and sele®f.

Click Save Changes.

Mame: ColorQube
8570DN

CNS: Unknown
IPvd4: 13.226.178.210

1Pva: fed0::200:
aaff:fed?:
551b

EtherTalk Settings

EiColorQube 8570
-2 About Printer
@) General

-2 E-Supplies

2] Mail Alerts

3 Interfaces

[,}@ Protocols

-[C] TCE/1P

2 sLe

-2 uene

0 TETR

-[2] Port 9100

I LeR

0 1pP

- snme

[ FTP 4
2] Email Server

»

m

-[Z] Remote Printing

SEilEtherTalif +— |

EtherTalk
Printer Name

Printer Type

on ~ <o

|ColorgQube 8570DN

iLaserWriter

Zane ix

MNetwork.Node 65331.52

Page Description Language AlutoSelect

Filtering 'Nun& hd
Save Changes |¢ Discard Changes
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Note: Theremainder of the SNMPv3 Configuration will be completed at Install.

Enable SNMP v3

1. Click theProperties button
2. SelectProtocols > SNMP.
3. Click Configure SNMP v3 button.

Internet Services Q

Phaser 8860 Rt b vt

=

ame: Phaser 8860 ) .
DNS: Unknown SNMP Configuration
IPwvd4: 13.226.178.15
1PvG: Disabled

Current State: SNMP v1/vZc Enabled

SNMP Properties
Eu SMNMP v1/w2c Protocol: Configure SNMP v1/v2c ‘

5] About Printer i SNMP w3 Protocal: Configure SNMP v3 ‘ ¢
Eiﬁ General

SNMP Enable/Disable: |

[ E-Supplies Dizable SNMP Now

-[7) Mail Alerts
-[] Interfaces SNMP Access Control List
E@ Protocols
- TCR/IP
- sLe

= o Save Changes Discard Changes
-2 TFTP

-[£) Port 5100
-1 LR

- 1P

(2] Email Server

-[£] Remete Printing

Host Access List: |

m
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4. Click Configure Accounts button.

[NEMET FRESEr o6l
DNS: Unknown
IPwd: 13.226.178.15
IPvA: Disabled

SNMP Configuration: Configure SNMP v3

Z&Phaser 8860
- [5] about Printer
wlf! General

-[5] E-Supplies
-[5] Mail Alerts
-] Interfaces
[} Protocels
-2 TCR/IP

-2 sLe

-2 uenp

B TETR

-[2] Port 9100
-2l LPR

2 1eP
SEfa

-[Z] Remote Printing
-[Z] EtherTalk

-

Security Parameters

SNMP Engine ID: B0 00 00 fd 03 00 DO aa a% 27 1c

Administrative User Account

User Name:
Authentication Protocol:
Authentication Key:
Privacy Protocol:
Privacy Key:

MIB Access:

admin

Key User Account

User Name: keyuser
Authentication Protocol:

Authentication Key:

Privacy Protaocol:

Privacy Key:

MIE Access:

Any User Account

User Name:
MIE Access:

anyuser

Driver Account

Driver Account Enabled: v

ED>  cotors oot |

|
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Change thé&Jser Nameto Xadmin.

Enter the SNMP password in all four of the passvimxes.

Change théuthentication Protocol to M D5 and thePrivacy Protocol to CBC-DES.
Click Create.

© N o O

Mame: ColorQube

8570DN Configure SNMP v3: Administrative User
DMS:  Unknown
IPvé; 13.226.178.30 Account
1Pv6: Disabled
Pm — ! Configure Using Passwaords E Configure Using Keys
FTOPCT UGS
glColorQube 8570 - Laministrative Ine
-] About Frinter User Name: [%admin ¢
General s )
B 7 Authentication Protocol: MDS =
-[Z] E-Supplies
) Mail Alerts Authentication Password: l ¢
-] Interfaces Confirm Password: I ¢
[..].@' Protocols Privacy Protocal: CBC-DES -
-2 TCP/1P Frivacy Password: I ¢
-[£] 5LP = ;
Confirm FPassword: | ¢
-[£] UPnF
-2 TFIE Hide Typing
-2 Port 2100 $ Creale | Delete ‘
O 100 Note:Creating the administrative user i= mandatory for enabling SNMP w3.
= Clicking Create automatically enables SMMP 3 and disables SNMP v1/v2c.
AEfsNMP
- ETR = [ Use Hex For Authentication/Privacy Passwords
-] Email Server
-[Z] Remcte Printin Mexi = | Cancel |
[Z] EtherTalk
-Gwsp =
4 | 1 | »

9. Click theNext button.
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Internet Services Q

Phaser 8860 RSO s it

MName: Phaser 8360

DNS:  Unknown Configure SNMP v3: Administrative User

IPv4: 13.226.178.15
1PvE: Disabled Accnunt

‘Administrative User Account

@Phaser 8860 | User Name: Hadmin
-[Z] about Printer Authentication Protocol: SHA1

wlf) General Authentication Key: bzbase3aled475525%e4e5790f2a271f3594912003
-[2) E-Suppliss Privacy Protocol: CFB-AES-128

D) Mail Alerts Privacy Key: b2base3aled755259e4e5790f2a271f39451e003

[J] Interfaces Delete Edit

[_}@ Protocols

B Tce/1P

B se $ Next > | Cancel ‘
21 upop

21 TETP

-[£] Port 9100
31 LeR

2 1ep

B e L3
-[F] Email Server

-[Z] Remote Printing

10. Click theNext button.
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Name: Phaser 8860

DNS:  Unknown
IPwd: 13.226.178.15
1PwE: Disabled

EiPhaser 8860
5] about Printer
&) General

2] E-Supplies

2] Mail Alerts

5] Interfaces

[,],@ Protocols

- TCR/IE
-C1sLe

-2 UenP

[ 1ETR

-] Port 5100
-1 LPR

-0 1pp

-2 ETP

-[2] Email Server
-[2] Remote Printing
-[Z] EtherTalk

< | L

4

S

m

Configure SNMP v3: Key User Account

- Configure Using Passwords U Configure Using Keys

Key User Account

User Name: |kevuser

Authentication Protocol: SHAL 55

Authentication Password: |

Confirm Password: I

Privacy Protocol: CFB-AES-128 «

Privacy Password: I

Confirm Password: |
MIE Access: @) Read/Write
@ Read

Hide Typing

Create | Delste

Mote:Setting the key user account is optional.

11.Click theFinish button.

[Tl Use Hex For Authentication/Privacy Passwords

<Ba::k| H:=d>|

&

b
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Internet Services

Phaser 8860

Printer
Neighborhood

Name: Phazer 8860
DNS: Unknown

IPwd: 13.226.178.15
1PvE: Disabled

Configure SNMP v3: Other Account
Settings

EiPhaser 8860
5] about Printer
&l General

] E-Suppliss

2] Mail Alerts

5] Interfaces
[,],@ Protocols

-El TCR/Ie

A sLe

-3 Uene

- TETR

-[5] Port 9100
21 LPR

-2 1P

- e

-[7] Email Server
-[Z] Remote Printing

Y

12.Click theCancel button.

Any User Account

Any User Enabled: El

User Name: SIRFUSEr

MIE Access: ) Read/Write
@ Read

Driver Account Enabled:

Mote: Disabling the driver account will break communication with our
drivers and PrintingScout who use SNMPw3.

éaadc| Firl'shl
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|Mame! PRaser cobld
DNS: Unknown

IPvE: Disabled

IPw4: 13.226.178.15

SNMP Configuration: Configure SNMP v3

Z&Phaser 8860
5] About Printer
&l General

5] E-Supplies
2] Mail Alerts
[Z] Interfaces
[_],@ Protocols
-2 TCRfIP

2 sLe

-(2) UBnP

-3 TFTER

-[2) Port 3100
-2 LPR

-2 1pP

-2 ETP

-[Z] Email Server

-[Z] EtherTalk
B wsD

Y

-[2] Bemote Printing

Security Parameters

SNMP Engine ID: 80 00 00 fd 03 00 D0 aa a9 27 1c

Administrative User Account

User Name: ¥admin

Authentication Protocol: SHA1

Authentication Key: EEFEE

Privacy Protocol: CFB-AES-128

Privacy Key: WA

MIB Access: Read/Write
Key User Account

User Name: keyuser

Authentication Protocol:
Authentication Key:
Privacy Protocol:
Privacy Key:

MIE Access:

Any User Account

User Name: anyuser
MIE Access:
Driver Account
Driver Account Enabled: v
Corfigwe Accourt(s) | Cancel | €G]

13.SNMP v3is now Enabled.
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Internet Services Q.

Phaser 8860 st

MName: Phaser 8860
DNS:  Unknown
IPv4: 13.226.178.15
1Pva: Disabled

SHp viv2e Protcot ST

EPhaser 8860 -
M SMMP w3 Protocal:

5] about Printer
@f) General

2] E-Supplies
2] Mail alerts

2] Interfaces SNMP Access Control List

[ Protocols Host Access List; |
-2 TCR/1E

sLe

2 TFTP

-[£] Port 9100

51 LPR

REBL

RE A =

-[2] Email Server

-[2] Remote Printing

Configure SNMP v3 ‘

SMMP Enable/Dizable: Disable SNMP M |

m
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Enable HTTPS

If you are at the Home screen click Properties button

SelectSecurity > HTTPS.

In theUse SSL box click the pulldown and sele€b Secur e Pages and Passwor ds.
Click Save Changes.

el

Internet Services

Phaser 8860 MRl e

Name: Phaser 8860

DONS:  Unknown H'lTPS

IPv4: 13.226.178.15
1PvG: Disabled

Properties . Usze S5L: To Secure Pages and Passwords ~ ¢
EPhaser 8860 -
5] about Printer i
@f) General Friendly Name Installed
- -] E-Suppli = 3 X
g » 'IUAI :5 @ Default Self-Signed Certificate 9/26/2013
- ail Alerts

-[Z) Interfaces
wlf) Protocols
af) Emulations
i) Web Server
Erﬁ Security

2] Administrative Secu ‘ Save Changes |¢ Discard Changes
2] Printing Security Se
2] Certificates

{21 802.1%

0 I

Ei@ IPsec

-[£] Control Panel Locko —
-[Z] Access Control

E] Page 1 ~ of1 D Certificates : 1 -1 of 1

m
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Disable USB Port

oD PRE

If you are at the Home screen click Properties button

Selectl nterfaces.

Select the pulldown next 19SB Port and selecOff.
Click Save Changes.

Internet Services

Phaser 8860

Name: Phaser 8360
DNS:  Unknown
IPv4: 13.226.178.15
1Pva: Disabled

Printer
Neighborhood

Interfaces

Properties
EPhaser 8860
-[2] About Printer
@f) General

2] E-Supplies
2] Mail Alerts
O T
4/ Protocols
4[F) Emulations
4] Web Server
+[f) Security

-[3) Clone Printer

USB Port Settings
USE Part off ~ e
USB Port Timeout |3CI seconds

Page Description Language AutoSelect
Ethernet Interface Settings

Speed Automatic v

Actual Speed 100Base-TX full duplex

Machine Address 00:00:8a:a%9:27:1c

Connectar R145
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Set Admin Password

el

If you are at the Home screen click Properties button
SelectSecurity > Administrative Security.
In theUser Name box typeadmin.

In thePassword andVerify Password boxes type the new password.

MName: Phaser 8860
ONS:  Unknown
IPv4: 13.226.178.15

IPvE: Dizabled

EPhaser 8860 -
.[Z] About Printer
@) General

5] E-Supplies
-[2) Mail slerts
-[Z) Interfaces
a) Protocols
w) Emulations
) Web Server
Wl & Securiy

2] Printing Security Se
2] Certificates
2] s02.1x

S HTTPS

m

wlf IPsec
-[£] Control Panel Locko—

-[£] Access Control
2] Clone Printer

< 1] 3

Administrative Security Settings

To prevent unauthorized changes to printer settings, enter a username and
password and/or host list in the Administrator Settings area. After configuring
Administrator Settings, you can change the Key User Settings and the Feature
Authorization Settings.

Host Access List !Unrestricted

User Name |

g

Paszword I

&

Verify Password I

¢

_Key User Settings

Hest Access List |unrestricted

User Name !

Password I

Verify Passwaord I

Admin Key Any User
User

Administration
Maodify Configuration Web Pages ")
View Configuration Web Pages W

L PP I PASSNPY. Nt T PSR Y P S
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5. In theFeature Authorization are of the web page clear all the checkboxes.

6. Click Save Changes.

L&) Clane Printer

4]

il

Admin Key Any User

User

Administration

Modify Configuration Web Pages v =) Il

View Configuration Web Pages v =) [

View Home & Status Web Pages W & il

Manage Job Accounting v & [+

Delete Font Files v | I
Web Server Printing

Print Demo Pages v ] [+

File Download v [ [+
Printer Neighborhood

Modify Preferences v ® [7]

View Preferences v ] [#

Initiate Printer Search v 7 [#]

Initiate Status Refresh v [l [#]

Generate Reports v & [¥]

PostScript and PIL Configuration Password

Setting this password prevents PestScript and PIL commands from making
persistent changes to printer settings or installing resources on the printer
including potentially malicious code.

PostScript and FIL Configuration Passward ]

Verify Password ]

¢‘ Save Changes Discard Changes
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