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Document Revision History 
 

By Date Version Number Description of changes 
Allen Messick 02-03-2014 1.0 initial 
Allen Messick 02-11-2014 1.1 Added UF Health Changes. 
Allen Messick 12-04-2014 1.2 Added Change to Enable 
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Front Panel Settings: 
 

1. Press the Log In/Out button on the front of the device. 

a. Enter the Admin’s Login ID: “admin”, and press “Next”. 

b. Enter the Passcode: “1111”, and press “Enter”. 

2. Press the “Machine Status” button on the front of the device. 

3. Select the “Tools” tab on the touch screen. 

4. Select “Machine Clock/Timers” on the right pane. 

a. Set the Date. 

b. Set the Time. 

c. Touch “Close”. 

5. Select “Screen/Button Settings” on the right pane. 

a. Select “Services Home”. 

b. “Delete” all buttons except Copy, Email, Network Scanning and Fax. 

c. Touch “Save”. 

d. Go to page 2. 

i. Select “Screen After Inserting USB”. 

ii. Set to “Off”. 

iii.  Touch “Save”. 

iv. Touch “Close”. 

6. Select “Connectivity/Network” on the left pane. 

7. Select “Protocol Settings” on the right pane. 

a. Select “IPv4 – DNS Server Setup”. 

i. Select “Get IP Address from DHCP” and enable it. 

ii. Touch “Close”, the “Close” again. 

8. Set-up Fax Header 

a. Choose “System Setting” 

b. Choose “Fax Service Setting” 

c. Choose “Local Terminal Information” 

d. Choose “Local Name”, then select Change setting and enter the company name University of Florida. 

e. Save 

9. Display Fax Header 



 
Page 4 of 11 

Xerox / UF Health 
 3rd Party Private Data 

Version 1.2 
 

a. Choose “Internal Fax Control” 

b. Choose “Transmission Header,  

c. Choose “Fax transfer”  

d. Select “Change Setting”,  

e. Select “Display Header”, Save. 

10. Select “Print Service Settings” on the left pane. 

11. Select “Other Settings” on the right pane. 

a. Go to page 2. 

i. Select “Banner Sheet”. 

1. Uncheck box for “Allow Print Driver to Override”. 

2. Select the radio button for “Off”. 

3. Touch “Save”. 

ii. Touch “Close”. 

12. Log Out. 

13. Touch “Reboot Now” if prompted. 
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CentreWare Internet Services Settings 
Before you begin: 

• Locate your printer IP address using the Configuration Report or the Machine Status button 

1. At your computer, open a Web browser, type the IP address of the printer in the address field, then press 
Enter or Return. 

2. When a selection prompts you for the admin login. 

3. Under User ID, type admin. 

4. Under password, type the administrator password. The default password is 1111. 

5. Click Login. 

 

Disable Xerox Communication Server 
1. Select the Properties tab. 

2. Expand the Services folder. 

3. Expand the Xerox Services sub-folder. 

4. Click on Xerox Communication Server. 

5. Uncheck the box for Server Communication. 

6. Click Apply . 
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Disable USB Port 
1. In CentreWare IS, click Properties > Connectivity > Port Settings. 

2. Click on the USB Enabled checkbox to clear the box. 

 

 

3. Scroll down and click Apply . 

 

 



 
Page 7 of 11 

Xerox / UF Health 
 3rd Party Private Data 

Version 1.2 
 

Set HTTPS 
 

Creating a Self-Signed Certificate 
1. In CentreWare IS, click Properties > Security > Machine Digital Certificate Management. 

2. Click Create New Certificate. 

3. Select Self Signed Certificate. 

4. Click Continue. 
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5. Select the Public Key Size.  ( 1024 ) 

6. Next to Days of Validity, type the number of days (1-9999) until the certificate expires. ( 5000 ) 

7. Click Apply . 
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Configuring Secure HTTP and SSL/TLS Settings 
1. In CentreWare IS, click Properties > Security > SSL/TLS Settings. 

2. Next to HTTP - SSL/TLS Communication, select Enabled. 

3. Click Apply . 

4. Click Reboot Machine. 

 

 
 
 
 
 
Disable SNMPv1/v2 and Enable SNMPv3 
 

1. In CentreWare IS, click Properties > Connectivity > SNMP Configuration . 

2. Clear the checkbox for Enable SNMP v1/v2 Protocols. 

3. Click on checkbox to Enable SNMPv3 Protocol. 

4. Click Apply . 

Note:  The remainder of the SNMPv3 Configuration will be 
completed at Install. 
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5. Return to the SNMP Configuration page. 

 

6. Click the Edit SNMP v3 Properties button. 

7. Input the SNMP v3 password into all four fields. 

 

8. Click Apply . 
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Change Admin Password 
 

1. In CentreWare IS, click Properties > Security > System Administrator Settings. 

1. In the System Administrator’s Login ID box type admin. 

2. Type the new password into the Administrator’s Passcode and Retype Administrator’s Passcode boxes. 

3. Click Apply . 

 

 


