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1. Press the Log In/Out button on the front of theicev
a. Enter the Admin’s Login ID: “admin”, and press “N&x
b. Enter the Passcode: “1111”, and press “Enter”.
2. Press the “Machine Status” button on the fronhefdevice.
3. Select the “Tools” tab on the touch screen.
4. Select “Machine Clock/Timers” on the right pane.
a. Setthe Date.
b. Setthe Time.
c. Touch “Close”.
5. Select “Screen/Button Settings” on the right pane.
a. Select “Services Home”.

b. “Delete” all buttonsexcept Copy, Email, Network Scanning and Fax.

c. Touch “Save”.
d. Go to page 2.
I. Select “Screen After Inserting USB”.
ii. Setto “Off".
iii. Touch “Save”.

iv. Touch “Close”.
6. Select “Connectivity/Network” on the left pane.
7. Select “Protocol Settings” on the right pane.
a. Select “IPv4 — DNS Server Setup”.
I. Select “Get IP Address from DHCP” and enable it.
ii. Touch “Close”, the “Close” again.
8. Set-up Fax Header
a. Choose “System Setting”
b. Choose “Fax Service Setting”
c. Choose “Local Terminal Information”
d. Choose “Local Name”, then select Change settingesuter the company name University of Florida.
e. Save

9. Display Fax Header
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c.
d.

e.

Choose “Internal Fax Control”
Choose “Transmission Header,
Choose “Fax transfer”

Select “Change Setting”,

Select “Display Header”, Save.

10. Select “Print Service Settings” on the left pane.

11. Select “Other Settings” on the right pane.

a. Goto page 2.

I. Select “Banner Sheet”.
1. Uncheck box for “Allow Print Driver to Override”.
2. Select the radio button for “Off".
3. Touch “Save”.

ii. Touch “Close”.

12. Log Out.
13. Touch “Reboot Now” if prompted.
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Cent

reWare Internet Services Settings

Before you begin:

* Locate your printer IP address using the Conéigan Report or the Machine Status button

1.

a M DN

At your computer, open a Web browser, type thedd@ess of the printer in the address field, thespr
Enter or Return.

When a selection prompts you for the admin login.
Under User ID, typadmin.

Under password, type the administrator password.dgfault password k111
Click Login.

Disable Xerox Communication Server

© a > w N

Select theéProperties tab.

Expand theServicesfolder.

Expand theXerox Servicessub-folder.

Click on Xerox Communication Server.
Uncheck the box foBerver Communication
Click Apply .
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Disable USB Port

1. In CentreWare IS, clicRroperties > Connectivity > Port Settings

2. Click on theUSB Enabledcheckbox to clear the box.

CentreWare - - Lo
Internet Services e 3 g em Administrator - Logout
- -
Port Settings
Configuration Overview
Description Port
» General Setup
w Connectivity Port Enablement Transport Protocol
¥ Physical Connections USB bI il
# Protocols =
o |
b Services =| |EtherTalk || Enabled
} Accounting NetWare || Enabled [¥]1Px / sPX ¥l Tcere
» Security o r =
4 SNMP [V|Enabled vIupp PX
Authentication Confizuration R @ =
User Details Setup SMB Enabled ¥ Tepap "I NetBEUT
Create Authorization Groups LED (V| Enabled
» Remote Authentication Servers i
i Port 9100 [V|Enabled
IP Filtering
Unbounded Part — | Send E-mail Enabled
Audit Log Receive E-mail [CIEnabled
Machine Digital Certificate Managem o
E-mail Notification Service [V]Enabled i
PSec
Certificate Management
Certificate Revocation Retrieval Settir xe rox .“
FIPS140 Validation Mode .
IEEE 802.1
N XEROXE and the sphere of ivity design are trademarks of
SSL/TLS Settmgs > HKerox Cotporation in the US and or ather countries.
| [ | 3

3. Scroll down and clicl&pply.
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Luslaou ¥ | cuavied
- -
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Description
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w Connectivity Internet Services [¥]Enabled
- i Fi
¥ Physical Connections Fchent Blreabied
} Protocols PP Enabled
b-Sersises " |UPxP Discorery ] Enzbled 1
} Accounting -
v Security WebDAV [¥]Enabled
Authentication Configuration Bonjour [ Enabled
User Details § =
SEERSER RO WSD Print ] Enabled
Create Authorization Groups E:
» Remote Authentication Servers WSD Sean Enabled
IP Filtering SOAP [V Enabled
Unbounded Post o
AuditLog
Machine Digital Certificate Managem ¢ App:][y - —!
PSec =
Certificate Management =
Certificate Revocation Retrieval Settir xe rox .“
FIPS140 Validation Mode .
IEEE 802.1
x XEROX® and the sphere of ivity design are trademarks of
SSL/TLS Settings > Xerox Cotporation in the US and/or other countries.
| [ 3
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Set HTTPS

Creating a Self-Signed Certificate
1. In CentreWare IS, clicRroperties > Security > Machine Digital Certificate Management

2. Click Create New Certificate

3. SelectSelf Signed Certificate
4. Click Continue.

Icﬁ?g%‘g? rsee rvices Xerox WorkCentre 5325

{ Y X X

b Services

A System Administrator - Logout

’-;““"_’:"‘E Machine Digital Certificate Management
w Security

Authentication Configuration
User Details Setmup

Create Authorization Groups

Machine Digital Certificate

Current Status e« A Self Signed Certificate is established on this machme.

w Remote Authentication Servers

Authentication System I Create New Certificate I [ Upload Signed Certificate

Kerberos Server

SMB Server

Kerox Secure Access Settings
IP Filtering
Unbounded Port
Audit Log

Certificate Management

Certificate Revocation Retrieval Settir)

FIPS140 Validation Mode

IEEE 802.1x

SSL/TLS Settings

S/MIME Settings -

PBDF Signature Settings e Xerox ¢ )
» Watermark )

» Force Annotation XEROX® and the sphere of ivity design are trademarks of
¥ Job Status Default X Herox Corporation in the US and/or other countries.
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5. Select thePublic Key Size. (1024)

6. Next toDays of Validity, type the number of days (1-9999) until the ciedile expires( 5000)
7. Click Apply.
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@ Description I3
-0 General Setup Create Self-Signed Certificate
EJCI Connectivity
{0 Services Public Key Size: 1024 Bits =
EJD Accounting
=S ecurity Issuer: XC-8D83F4
/8] Authentication Confizuration Days of Validity:

IWl.gm;

@ User Details Setup

@ Create Authorization Groups

[# (L] Remote Authentication Servers | _ Apply
{8 TP Fittering

@ Unbounded Port
18] AuditLog

Machine Digital Certificate Manag

m Certificate Management

m Certificate Revocation Retrieval §¢
8] 18140 Validation Mode

-] EEE 802.1x

~{8] SSL/ TLS Settings

-] PDE / XPS Security Settings

X
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& {1 Plg-in Settings = Xerox Corporation in the US and/or other countries
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Configuring Secure HTTP and SSL/TLS Settings
1. In CentreWare§, click Properties > Security > SSL/TLS Settings

2. NexttoHTTP - SSL/TLS Communication, selectEnabled.
3. Click Apply.
4. Click Reboot Machine

CentreWare

7 e Woarke: re 7435 15 System Admini
Internet Services Xerox WorkCentre 7435 % System Administrator
| Status. Jobs. Print Scan

[+ Services i

i Accounting SSL / TLS Settings

- Security

@ Authentication Confizuration SSL / TLS Sertings

~{8] User Details Setup

~{#] Create Authorization Groups HTTP - SSL / TLS Communication: bled
EHEn Hesate Athentein Sy HITP - SSL / TLS Communication Port Number: 43 (1-65339)
~[8] P Fittering
@ Unbourided Port LDAP - SSL / TLS Communication: "I Enabled
-] Audit Loz SMTP - SSL / TLS Communication: “Disabled -
~{#] Machine Digital Certificate Manag L :
@ PSec S/MIME Communication: | Enabled
1] Certificate Management Verify Remote Server Certificate: [CIEnabled

@ Certificate Revocation Retrieval 5¢

e = e |

m

SSL / TLS Settings

] PDE / XPS Security Settings
F-{Z] Watermark

£} (£ Job Status Default

| Plug-in Settings

r.[[] Hard Disk Overwrite

B el

S P — Xerox g,

@ System Administrator Seftings
@ Feature Enablement

XEROX® and the sphere of connectivity are trademarks of
Kerox Corporation inn the US and/or other countries
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Disable SNMPv1/v2 and Enable SNMPv3

1. In CentreWare§, click Properties > Connectivity > SNMP Configuration.
2. Clear the checkbox fdgnable SNMP v1/v2 Protocols.

3. Click on checkbox t&cnable SNMPv3 Protocol

4. Click Apply.

Note: The remainder of the SNMPv3 Configuration wil be
completed at Install.
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5. Return to theSNMP Configuration page.

CentreWare
Internet Servi

Configuration Overview
Description
¥ General Setup
w Connectivity
Port Settings

» Physical Connections

+ Protocols
EtherTalk
NetWare
TCPIP

m

Sovp
SSDP
Microsoft Networking
D
Port 0100
SMTP Server
» LDAP
POP3 Setup
HITP
Proxy Server
IFP
UPnP Discovery
WebDAV

Bonjour

WAD et

i System Administrator - Logout

SNMP Port Sta [¥|Enabled

SNMP Properties

bie SNMP v1/v2c Protocols I

Edit SNMP v1/v2c Properties J

able SNMP v3 Protocol [ EditSNMPv3Propeties |

Note: Configure HTTPS before SNMP v3. Configuring this feature requires secure web page communication.
Note: Turning off the SNMP protocols will cause an interruption in the communication between the device and remote client applications.

Authentication Failure Generic Traps

["1Enabled

Note: When the Authentication Failure Generic Trap is enabled, this machine will generate a trap for every SNMP request that is received by the machine which contains an invalid community
name.

m.‘-\ppwl { Advanced

Xerox y

XEROX® and the sphere of ivity design are trademarks of
ZHerox Corporation in the US and'or other countries.

6. Click theEdit SNMP v3 Propertiesbutton.

7.

CentreWare
Internet Services

[ s

Jobs.

| pperies

] Xerox WorkCentre 7435
E] Configuration Overview
@ Description
[ General Setup
=2 Connectivity
m Port Settinzs
[#{{1 Physical Connections
=} #5Protocols
@ NetWare
B Tcee
5 S
-] sspp
m Microsoft Networking
[v]zeD
[ Port 0100
~{18] SMTP Server
A ZLDAP
[W]POP3 Setup
@] zTR
@ Proxy Server
] e
@ UPnP Discovery
8] webDAV

Configuratior

8. Click Apply.

Input the SNMP v3 password into all four fields.

Xerox WorkCentre 7435

Print

Sean
Edit SNMP v3 Properties

Administrator Accouni

[¥] Account Enabled

User Name

Password (mini 8 ch: s):

Confirm Authentication Password:

Privacy Password (minimum 8 characters):

thdo

Confirm Privacy Password: LLTTYTITI LTS
Print Drivers / Remote Clients Account
[7] Account Enabled

Reset to default Password:

Xerox g

XEROX® and the sphere of connectivity are trademarks of
Xerox Corporation in the US and/or other countries
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Change Admin Password

1. In CentreWare§, click Properties > Security> System Administrator Settings

1. IntheSystem Administrator’s Login ID box type admin.

2. Type the new password into tAedministrator's PasscodeandRetype Administrator’'s Passcodéboxes.
3. Click Apply.

CentreWare n S s =
Internet Services e 5335 g System Administrator - Logout
. | 1 ( = f , (- T £
Authentication Configuration i
gl System Administrator Settings

Create Authonzation Groups

» Remote Authentication Servers System Administrator Settings

IP Filtering

Unbounded Port Administrator's Login ID: ¢
AunditLog

Machine Digital Certificate Managem[ ] Administrator's Passcode: sssssssssnse ¢

IPSec Retype Administrator's Passcode: [ITYTTTTTYTY ¢

Certificate Management

Certificate Revocation Retrieval Settit s st S & Attempts (0 - 10) (=Unlimited Attempt

FIPS140 Validation Mode

IEEE 802.1x $ A Und
SSL/ TLS Settings

PDF / KPS Signature Settings
b Watermark

1

} Force Annotation

b Job Status Defaule

¥ Plug-in Settings

} On Demand Overvrite
Display Networtk Settings

Service Representative Restnicted Op

2%
System Adminis iralor Setfings Xerox g,
Feature Enablement
b-Smiti Card Seftings - XEROXE and the sphere of ivity design are trademarks of

Kerox Corporation in the US and'or other countries.
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